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SUPPORTED PLATFORMS

User environment management solutions are designed to operate within
the Windows operating system and across a range of different desktop
delivery technologies including Microsoft Hyper-V, Citrix XenDesktop,
Citrix XenApp, VMware vClient, as well as most application and operating
system virtualization technologies.

(

AppSense
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Personalization and policy management

Highlights include:

> User Profile Migration

> Personalization Streaming

> Personalization Analysis

> Personalization Rollback for remediation
> Offline Mode for notebook support

> 0OS and Application Feature Lockdown

Benefits:

> Increases business agility

> Dramatically reduces support and management costs

> Eliminates problems of roaming profile corruption and bloat

> Enables control without compromising the user experience

HOW CAN | FIND OUT MORE?

You can learn more about user environment management and
AppSense Environment Manager by visiting
www.appsense.com/products/environment_manager.aspx

Or please visit the user migration solution page at
www.appsense.com/solutions/migration.aspx
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Desktop Migration BEST PRACTICES

DESKTOP MIGRATION BEST PRACTICES

Accelerating user migration with user environment management

The migration of users from one desktop environment to another can come
in several forms. As operating systems and application sets are upgraded or
swapped out, or as users are migrated from a physical PC to more managed
datacenter computing environments such as virtual desktops or Microsoft
Windows® Terminal Services, the potential disruption to the employee can
be significant. Changes to a user’s desktop delivery mechanisms are often
met with conflict. It is human nature to resist change, and when that change
occurs in such a fundamental and ‘personal’ environment as the desktop, even
the slightest change can affect perceived IT service levels, increasing support
costs and negatively impacting productivity. User dissatisfaction and downtime
are often the consequences of such changes, and consequently, IT departments
are often reluctant to make these necessary upgrades.

Introducing users to new virtual desktops or a new operating systemin a
green-field scenario is a relatively pain-free process since there are no previous
configuration or usage expectations from the user. However, migrating users from
an existing physical desktop to a new virtual desktop or to a new operating system or
application set can often lead to a user’s personal desktop settings being lost or corrupt
in the process. From the user’s perspective, they have been ‘made to move’ from a
familiar, productive, personal environment to a new, sterile, non-personal environment.

User environment managemment ensures the migration of user settings
from desktop to desktop occurs seamlessly to the user. This document will show that,
by first decoupling all user settings from the existing desktop and storing this data
separately from both the operating system and application layers, and then applying
this data back into the user's new desktop environment, migration can be made
transparent to the user. This in turn leads to accelerated migration, reduced cost,
reduced risk and high levels of user acceptance and adoption.

Since user settings are stored independent of the desktop, users are free
to roam between different types of desktops and operating systems,
safe in the knowledge they will receive the same familiar, personalized
desktop every time, regardless of how it is constructed or delivered.
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PHYSICAL TO VIRTUAL DESKTOP MIGRATION

THE CHALLENGE

Desktop virtualization provides opportunities to reduce desktop management costs by standardizing corporate desktops. Migrating users
from unmanaged, disparate, high maintenance local desktops to standardized, centrally managed virtual desktops reduces risk as well as
storage and management costs.

However, moving users to standardized virtual desktops results in a sterile and impersonal experience for the user - a far cry from their fully
personalized and familiar local desktop. The result is a lack of user adoption, increased support costs and reduced productivity. So how can
IT realize the benefit of migrating users to a standardized environment while ensuring high user adoption?

THE BEST PRACTICE

With user environment management, user
settings within the existing desktop are
identified, decoupled and moved to a central
store. The user can then be moved to a
standardized virtual desktop. When the
user accesses this desktop, these stored
user settings are dynamically applied to the
virtual desktop session, recreating their ‘PC
environment’. Subsequent personalization
settings are persisted between virtual
desktop sessions - even if those sessions
themselves are not persisted - ensuring the
user has a familiar, personal experience at
all times.

OPERATING SYSTEM MIGRATION

THE CHALLENGE THE BEST PRACTICE

Unfortunately desktop operating system With user environment management, user settings within the existing desktop are identified,
upgrades often impact the user experience decoupled and moved to a central store. These settings are then reapplied to the new
in negative ways. User specific settings are operating system upon access by the user, ensuring the settings follow the user from one
often tied to a specific operating system operating system to the next.

version, and so migrating users to a new
operating system has typically required the
user to ‘recreate’ their personal desktop
from scratch post upgrade.

This process of decoupling, storing, converting and re-applying user settings significantly
accelerates operating system migration and leaves the user with the positive experience of
a fully personalized, new operating system.

Since users are able to personalize their
desktop to a very granular level, this ‘re-
personalization’ process can take many days
to complete, leaving the user with a negative
experience from their upgrade. Scale this
up to many hundreds if not thousands of
users, and you have a productivity as well
as a support issue.

In addition to the users having to re-create
their personal settings, IT also have to re-
apply corporate policy settings, and where
applicable, create new rules and actions
specific to the new operating system - a
time consuming process for both parties.
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ROAMING USERS - PHYSICAL, VIRTUAL AND MULTIPLE OPERATING SYSTEMS

THE BEST PRACTICE

THE CHALLENGE

Many organizations need to utilize multiple delivery
mechanisms and desktop operating systems to provide a
more flexible working environment to their user population.
While these solutions provide the ability to centrally manage
desktops and applications, ensuring user personalization is
consistent throughout all desktop sessions is impossible when
the user is tied to specific desktop or operating system.

As a result, user personalization settings are non transferable
between desktop sessions across multiple operating systems,
negatively impacting the user experience and reducing user
productivity and adoption.

Since with user environment management, all aspects of the user are decoupled and stored independent of the desktop, organizations can
now be more flexible in how desktops and applications are delivered to their users. User settings can now be dynamically applied into any
desktop and application regardless of how those components are delivered to the user. This “Portable Personality” therefore enables IT to use
the optimum method of desktop delivery, while ensuring the user always has a consistent, predictable and controlled working experience -

even when off-line!

BEST PRACTICE IMPLEMENTATION

IDENTIFYING AND DECOUPLING USER SETTINGS

The process of migrating users according to the best practices
presented above can be implemented today using AppSense
Environment Manager. This product is the world’s leading user
environment management solution and is used by thousands of
companies globally to ensure an optimal working experience for
their user population.

AppSense Environment Manager consists of an agent and a server
component. The agent software is located within the Windows
desktop while the server component administers the migration
process through interaction with the agent. Setting the agent to
‘migration mode’ enables all relevant user data at both operating
system and application levels within the desktop to be identified,

collected in a local virtual cache and then copied to a central database.

This data includes all user information contained in local or roaming
profiles, registry hives etc. This automated process takes place
retroactively, abstracting all existing personalization data from
the desktop.

AppSense Environment Manager also copies existing profile folders
(e.g. Desktop and My Documents) from the local profile to a
redirected location. This means users can now be migrated without
losing any of the personal settings and files that are contained within
the existing physical environment.

During this identification and copying process, the Administrator is
able to monitor progress from within the AppSense Environment
Manager server console. When the administrator is satisfied that all
desktop and application settings have been copied over, migration
mode is disabled for that user.

At this point all user-specific settings from the user’s local desktop
have been copied into a central database. If the user is being
migrated to a different operating system (e.g. Microsoft Windows
XP to Vista), all the user settings are applied into the new operating
system seamlessly.

REAPPLYING USER SETTINGS

If the user is being migrated to another local machine with an
upgraded operating system and/or applications, the user settings
can be copied back into this local machine, ensuring the user
experiences a seamless transition to the new desktop. This could
also be the case if the user is migrated to a dedicated (1:1) virtual
desktop. Administrators now have the added option, however, of
being able to synchronize all personalization changes to the user’s
desktop with the central store in order to create a ‘portable
personality’ for the user - accessible from any device using any
desktop delivery mechanism.

If the user is being migrated to a standardized virtual desktop image,
user settings are then available to be streamed into any desktop
and application on-access. The user receives the same personal
experience they had in their local desktop and this personal
experience is persisted between virtual desktop sessions, even if
those sessions themselves are not persisted.

By using AppSense Environment Manager to implement these user
migration best practices, the manual process of user migration is
almost eliminated - reducing cost, effort and risk while ensuring high
user acceptance. Since the migration process results in a decoupled
and centrally-stored user ‘personality’, IT can combine and change
desktop delivery methods, safe in the knowledge that the user
experience is not impacted.



